


Secure SunSpec Modbus

Mutual TLS
Encrypted, authenticated communications with verifiable identity

RBAC

Built-in roles (Viewer, Operator, Engineer, installer) aligned with 

IEC 62351-8

Interoperability
Preserves existing Modbus workflows;

RTU devices supported via certified converters

EU CSA Alignment
CRA-aligned in design intent (authentication, encryption, RBAC)

Approved December 10, 2025. Securing SunSpec Modbus with:



Secure SunSpec Modbus
Test Procedures

Promoted to TEST status May 13, 2026. Public review extended to August 1.

Provides the conformance framework for validating

TLS-secured Modbus implementations.

TLS Conformance 
Testing

General device, model, curve, 

reversion, protocol, and 

exception generation tests

Open Compliance 
Criteria

Documents compliance 

against the SunSpec 

Modbus standard

Member 
Benefits
Practical pre-deployment 

verification via SunSpec 

Dashboard

Validate Security

Ensure TLS is 

configured correctly and 

securely.

Ensure Interoperability

Confirm compliant devices 

work together seamlessly.
Catch issues early and accelerate 
certification and deployment.

Reduce Risk

Generate Test PKI Certificates here: 
https://github.com/sunspec/pysunspec2/blob/master/sunspec2/tests/tls_data/create_tls_certs.sh

https://github.com/sunspec/pysunspec2/blob/master/sunspec2/tests/tls_data/create_tls_certs.sh


SunSpec Modbus
Grid-Forming Model

• P/Q/V/Hz refs
• slew limits 
• current limiting (most-

contested area in 
GFM products)

• ROCOF & pole-slip 
protection

Draft version. Defines the Modbus surface for grid-forming 

inverter control, observability, and state — used as both config 

interface and telemetry readout.

Control & Algorithms

• Mode/state machine 
• droop 
• VSM 
• VOC 
• dVOC 
• matching-control 
• virtual inertia 
• virtual impedance

Setpoints & Limits Telemetry & Coordination
• Internal angle/voltage 
• P/breakdown 

(inertial/droop/ref) 
• sync windows
• black-start
• anti-islanding override 
• leader/follower multi-

unit coordination

Enables precise configuration 

and control of grid-forming 

inverter behavior.

Provides rich telemetry 

and state visibility for 

grid awareness.

For Coordination

Supports multi-unit 

coordination for stable, reliable 

grid-forming operations.

Standardized Modbus 

interface ensures broad 

compatibility across vendors.

For Config & Control For Observability Built for Interoperability





SunSpec IEEE 2030.5
Test Procedures

Improve conformance and interoperability with CSIP 1.3; 
address issues observed since the original 2018 test spec.

Currently protocol tests; working on new tests 
for reported requests.

Define IEEE 2030.5 test procedures for CSIP, SAE 
J3072, Metering, and other profiles to support CA Rule 
21 and jurisdiction certification.

Current Task

Next Steps

Next Task: ISO 15118-20 AMD1-SAE V2G-AC Guide

Snapshot of AMD1-SAE Schema available on Teamworks. Continue 
using existing V2G AC Profile WG for 15118 work until further notice.

• Understand how ISO 15118-20 works in general

• Understand how AMD1-SAE Schema interacts with existing -20 schema

• Identify gaps where possible (note: SAE policy prohibits AI on work products)

Aligned with IEEE 2030.5 

and evolving utility 

certification needs.

Improving device interoperability 

and grid integration across 

multiple profiles.

Strengthening test coverage to 

ensure reliable, compliant 

implementations.

Purpose

Key Guidance

Standards-Driven Interoperability Focused Quality & Conformance Future-Ready

Building the foundation for V2G, 

ISO 15118, and next-generation 

DER communications.
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• Purpose: Continue development of IEEE 2030.5 test procedures for CSIP, SAE J3072, 
Metering and other profiles

• Why: to have baseline of functionality to meet official certification such as CA Rule 
21 certification and other jurisdictional requirements

• Current Task: improve conformance and interoperability with existing CSIP 1.3 test 
specification

• 2030.5 industry has evolved significantly since the creation of the original test spec in 2018

• To address conformance and interoperability issues observed in the industry

• Tests are protocol tests currently 

• Working on creating new tests for list of reported requests

SunSpec 2030.5 Test Procedures WG 
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• Improve current test spec to include updates
• Interoperability/corner case scenarios around 2030.5 mandatory rules (Steve) 

• Error scenarios (Emilia)

• Ability to test clients without restarting (Kudrat) 

• Verify inclusion of all 1547-2018 required functions (Kudrat)

• Include additional tests performed in the industry (PGE/Utilities)

• Ability to control server via API (Kudrat) 

• Review current 1.3 test spec and identify any other resolutions needed (Steve)

• Current list of topics that the WG is working on can be found on SunSpec Teamwork: https://twk.pm/nrxqw7iyu7 

Topics for SunSpec 2030.5 Test Procedures WG

Q1 Q2 Q3 Q4 Q1

2026 2027

CSIP  

2.1 IEEE 

2030.5.1

SunSpec 

J3072

SunSpec 

J3072 

Tests

CSIP Test 

v1.3

Current

CSIP Test 

v1.x

2030.5.1 

Tests

Standards

SunSpec Test 

Procedures

https://twk.pm/nrxqw7iyu7


© QualityLogic  | Privileged and Confidential  | July 2, 2026

Work Items Status
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• Ongoing v1.4 draft on teamwork is being kept with latest additions for wg members 
to review

• Following tests have been added
• Method to handle running tests without client restarting

• IEEE 1547.1-2020 updates/phase 1 and 3 tests gaps

• Servers using different resource locations other than defaults

• Using optional or extended functions that are not part of CSIP

• Long events that last for x hours, days, etc.

• Use of large lists

• MUP metering rules

• To review each of the new tests, they are available on Sunspec’s Teamwork site

New Test Examples



© QualityLogic  | Privileged and Confidential  | July 2, 2026

• Biweekly meetings for sub work group

• Next sub work group meeting will be June 18th

• July 2nd sub work group meeting cancelled due to July 4th holidays

• July 16th will be following sub work group meeting after June 18th

• Interested in participating as contributor or reviewer? Please contact Steve Kang 
(skang@qualitylogic.com) or Kudrat (Kudrat@sunspec.org) 

Next Sub Work Group Meeting

mailto:skang@qualitylogic.com
mailto:Kudrat@sunspec.org


Ensuring seamless V2G 
communication and compatibility 

across vehicles, chargers, and grid 

systems.

IEEE 2030.5 V2G Work Group
Sept 15, 2025
SunSpec IEEE 2030.5 V2G AC Profile for SAE J3072 V1.0 
Approved

June 18, 2026
SunSpec IEEE 2030.5 V2G AC Profile for SAE J3072 V2.0 
Promoted to TEST Status

Aug 15, 2026
Public Review Period Ends

Aug–Sep 2026
ISO 15118–20 AMD1 Expected Publication

Snapshot of AMD1–SAE Schema available on Teamwork. 

Continue using existing V2G AC Profile WG for 15118 

work until further notice.

Understand how ISO 15118–20 works in general

Understand how AMD1–SAE Schema interacts with existing -20 schema

Identify gaps where possible (note: SAE policy prohibits AI on work 

products)

Driving approval and 

testing of SAE J3072 and 

alignment with ISO 15118 

standards.

1

2

3

4

Next Task: ISO 15118–20 AMD1–SAE V2G–AC Guide Key Guidance

Standards Progress Interoperability Focused Industry Collaboration

Working together to 

advance open, secure, 

and reliable V2G 

solutions.

Future-Ready

Preparing for global 
adoption of ISO 15118–20 
AMD1 and next-generation 
V2G applications.



Advancing Interoperability Across Europe

Growing European Adoption
Expanding SunSpec standards and certification 
to meet regional needs.

Supporting Key Regulations
Aligning with EU requirements including 
NIS2, CRA, RED III, and Cyber Resilience Act.

Collaborative Ecosystem

Local Presence, Global Standards
SunSpec Europe bridges global standards with 
European market realities.

Market Expansion
Increasing availability of 
SunSpec certified products 
across Europe.

Trusted Compliance
Helping members meet EU 
regulations with confidence.

Stronger Connections
Building partnerships that 
drive innovation and 
adoption.

Future-Proof Solutions
Enabling a smarter, more 
resilient energy ecosystem.

Working with utilities, manufacturers, labs, and 
policymakers to drive secure, interoperable DER solutions.

1

2

3

4
Empowering Europe's Energy Future

SunSpec Europe accelerates the adoption of 
open, secure, and interoperable standards for a 
resilient and sustainable energy transition.
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Meets Thursdays at 8 AM PST

Build valuable relationships 
across the DER ecosystem.

SunSpec Alliance brings together the best minds across 
the DER ecosystem to drive open, secure, and 
interoperable energy solutions.

SunSpec Modbus Work Group.
Meets Wednesdays at 8 AM PST

SunSpec 2030.5 V2G.

2030.5 Test Procedures
Ad-hoc small group meetings and monthly 
large group meetings

Access member-only 
content, tools, and 
technical resources.

Shape the future of 
standards and policy 
together.

Drive innovation and 
accelerate the clean energy 
transition.

Stronger Together. 
Advancing Interoperability. Join the SunSpec Alliance

Be part of a growing global community 
committed to interoperability, 

innovation, and a smarter energy future.

Learn more here

Industry Connections Exclusive Resources Amplify Your Voice Global Impact

All SunSpec Members are welcome to 
attend any work group meeting and enroll 

in the SunSpec member portal


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7: SunSpec 2030.5 Test Procedures WG 
	Slide 8: Topics for SunSpec 2030.5 Test Procedures WG
	Slide 9: Work Items Status
	Slide 10: New Test Examples
	Slide 11: Next Sub Work Group Meeting
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16

