Greetings!
As the tides of 2021 shift and the momentum of change begins to take shape, all
signs point towards a clean energy revolution. The Biden administration has
committed to putting the United States in step with other progressive nations on
an irreversible path towards achieving economy-wide net-zero emissions by
2050. The promise of building a new clean energy infrastructure is finally
becoming more certain.
To achieve this goal, the administration has pledged a historic investment of
$400 billion in clean energy and innovation. This investment will create millions
of jobs for American workers, make environmental justice a priority for every
federal agency, hold polluters accountable for the greenhouse gas emissions in
their operations and supply chains, and accelerate the deployment of more than
500,000 new public electric vehicle (EV) charging stations by the end of 2030.
With close consideration in support of these goals, the SunSpec Alliance has
mobilized to broaden our influence in the energy storage, EV, and cybersecurity
sectors in 2021 and beyond. Here are some activities to look out for:
With our participation in the IEEE 2030.5 Steering Committee and launch
event on April 15th, SunSpec is in direct cooperation with international
utility operators, automotive manufacturers, and national regulatory
bodies. This is a critical opportunity to grow the SunSpec ecosystem and
bring our expertise in standards making to a rapidly expanding sector.
The SunSpec & Sandia DER Cybersecurity Work Group has been
hosting a monthly webinar series covering special topics in cybersecurity
for distributed energy resources with consistent attendance of nearly 200+
industry participants. We strongly encourage you to attend the next event
on April 22nd.
Development in clean energy infrastructure and technological
development requires a well-trained, well-qualified workforce. The U.S.
D.O.E.-funded SunSpec Cyberguardians education and job-placement
program is now in full force, offering DER-specific courses for PV system
installers, business developers, software engineers, cybersecurity experts,
and more. We encourage members of the Alliance to post job listings on
the Career Center and job-seekers to sign up for Cyberguardians
courses and training certificate programs.
With these and many other initiatives in play, we are most excited to
announce the long-anticipated public release of the SunSpec Modbus for
1547 automated test suite "plus pack" for SunSpec SVP Dashboard.
With the BETA officially complete, the software is now available to
purchase for SunSpec members seeking to implement and certify
SunSpec Modbus-enabled devices in compliance with IEEE 1547-2018.

We humbly ask you to stay tuned for more information on all of the above, and
reach out to membership@sunspec.org to join us in the mission to accelerate
the growth of the Distributed Energy industry.
Kind regards,

Tom Tansy
Chairman
SunSpec Alliance

We are Proud to Welcome Five New Members to
the SunSpec Alliance this Month!

General Electric

Duke Energy

Peaxy

The General Electric
Company (GE) is an
American multinational
company. For more than 125
years, GE has invented the
future of industry. Today, GE
is best known for its work in
the Power, Renewable
Energy, Aviation and
Healthcare industries.

Duke Energy is one of the
largest electric power holding
companies in the United
States, providing electricity to
7.7 million retail customers in
six states. Their commercial
business owns and operates
diverse power generation
assets in North America,
including a portfolio of
renewable energy assets.

Founded in 2012, Peaxy has
the deep domain experience
needed to solve the world’s
toughest data challenges. As
leaders at top global
companies—including
Hitachi, GE, HP, Xerox and
the Wood Group—Peaxy’s
core group has extensive
experience in both
commercial technology
application and R&D.

POMCube
POMCube is a leading provider of
intelligent energy storage products
and internet scale energy storage
device management platform.

CanmetENERGY
CanmetENERGY is Canada’s leading
research and technology organization
in the field of clean energy.

SunSpec Blockchain Specification Now Approved

Future power grids leverage Distributed Energy Resources (DERs), but the
current industry practices and regulation are not sufficient to ensure that such
critical resources are effectively protected from cybersecurity threats. A
particular problem is that the communication keys (cryptographic private keys)
used in DER devices can have very different levels of security and protection,
but such important information is not easily available to communication
endpoints such as IEEE 2030.5 utility servers.
To address this problem, SunSpec Alliance created the SunSpec Blockchain
Work Group and hosted its first meeting on October 29, 2019. In the following
meetings the work group discussed how a blockchain-based key registry for
DER devices can provide an easily accessible repository for querying securitycritical information about DER devices and their keys, while at the same time
provide high availability and strong integrity protection for the stored information.
On April 1, 2021, the SunSpec Blockchain Specification was finally set to
APPROVED. The supporting document can be downloaded below.
Download the Specification

IEEE 2030.5 Ecosystem Steering
Committee: 2021 Launch Event
Join us for the public launch of the IEEE
2030.5 Ecosystem Steering Committee on
April 15th, 2021 at 3pm PDT. During this
event, we will discuss the purpose of the
steering committee, its role relative to the
IEEE 2030.5 standard working group, and
explain how interested parties may join the
effort to expand the global impact of this
important standard.
Register here!

SunSpec & Sandia DER
Cybersecurity Working Group
Presents: Securing the Industrial
Internet of Things
The SunSpec & Sandia DER
Cybersecurity Working Group will be
hosting an educational webinar on April
22nd at 9am PDT.
This presentation will offer an overview of
the project and reference
design/architecture and the commerciallyavailable products brought to bear to
address some of the cybersecurity
challenges for DERs.
Register here!

SunSpec & Sandia DER
Cybersecurity Working Group
Presents: An Industrial
Cybersecurity Perspective
The SunSpec & Sandia DER
Cybersecurity Working Group will be
hosting an educational webinar on May
27th at 9am PDT.
The fourth annual YIR report was
published earlier this year by Dragos. This
report walks through the threat intelligence
landscape for industrial control systems,
provides a snapshot of vulnerability
reporting, and walks through the most
common findings from our customers. This
presentation will walk through these
findings and compare to prior years and
discuss some trends.
Speaker:
Ben Miller, VP, Services and R&D,
Dragos Inc.
Register here!

2030.5 / CSIP CERTIFIED PRODUCTS
Certificate Number: CS000034
Manufacturer: Sonnen Inc.
Profile: Aggregator
Products: Sonnen 2030.5 Aggregator Client

Certificate Number: CS000035
Manufacturer: DCSystems/Congruitive
Profile: Server
Products: C.IQ Gateway, C.IQ Connect
Certificate Number: CS000036
Manufacturer: POMCube Inc.
Profile: Client
Products: Universal PCS 12.5k, Universal PCS 11k,
Universal PCS 10k, Universal PCS 7.5k, EMS Gateway
1, EMS Gateway 2

Upcoming SunSpec Work Groups

Attention SunSpec Members! Gain access to valuable information by joining a
SunSpec Work Group. Upcoming Work Group Meetings include:

Orange Button

SunSpec Blockchain

Cybersecurity

IEEE 2030.5
Conformance Profiles

SunSpec Modbus

SunSpec Rapid
Shutdown

Work Group Calendar
If you are not a SunSpec Alliance member but would like to participate in our
work groups, consider joining and help us shape interoperability specifications
for the DER industry!
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